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Abstract—This paper presents an educational approdt to
practice fault analysis at the gate level of digitacircuits by means
of a specially designed fault injection block. Theechnique allows
injection of single stuck-at fault at the nodes othe circuit. This
tool is integrated to DSCH3, and allows the logicimulation of
basic blocs in the presence of faults, as well agtdrmining the
fault coverage of a set of test vectors.

This cooperative work consists in introducing DFT ools and fault
analysis capabilities, in order to improve the skik of students in
the field of integrated circuit testing.

Index Terms — Integrated circuit design, Testing, Design for
Testability, logical stuck-at fault model, DFT CAD educational
tools.

. INTRODUCTION

The development of the teaching of microelectronits
Tunisia follows the international curricula. At theginning
the course was based on the characterization driaist the
technological processes like on the design of #éces and
basic cells for ASICs and design flow. Currentlyoiiches the
various nano and micro aspects and new electranices. It
relates to the preceding fundamental aspects iitiaaldo the
modern flow of design for reconfigurable supportsnot. In
this flood of design, the most used tools for digsicn are
them: VHDL, VHDL-AMS, SystemC. Initially the diddct
tools were based on tools of CAD in version of dest@tion
of software or on university versions, as publishrefd-3].

However, new helps with education programs or agesgs
of companies like Mentor, AMS... or association pouis
with CMP [4] and Europractice [5] open to our umsity new
opportunity with tools accessibility. At our day# the
University of Monastir and Sousse (ISSAT and ENISD§
graduates in master of microelectronics are moam th00.
Majority of these students continued in doctoraid already
supported there PhD.

about testing, so that companies frequently hise é&perts to
advise their designers on test problems, and thep pay a
higher salary to the test experts than to their Mii&signers.
This reflects also today’s university education: d€sign is
widely introduced, but only truly dedicated studelgarn test.
The next generation of engineers involved with &ysbn-
Chip (SoC) technology should be made better awértheo
importance of test, and trained in test technolagyenable
them to produce high quality and defect-free presiuc

This paper introduces the context of microelectreni
education in Tunisia (section 2), gives the thecabt
backgrounds of the tool (section 3), and propose®ah
overview as well as an illustration on simple catedies
(section 4), followed by a conclusion.

Il. MICROELECTRONICSEDUCATION IN TUNISIA

On April 2008, the CNFM (French Center of Trainiimg
Microelectronics) [6] signed a framework agreemdaot
collaboration with the Universities of Sousse anonislstir and
the Technology pole of Sousse, Tunisia. The agratmas
signed in Tunis in the Mediterranean Forum Business
Development-MAD-ALLIA. This framework agreement
expresses the intention to develop training, reteand
technological innovation in the field of microelemtics in
Tunisia, as well as increase mobility between tlagious
agencies involved in the two countries.

Specifically, it plans to establish in Tunisia, ioas
measures based on the experience of CNFM network in
France: pooling resources and expertise, provisfaoftware,
training of trainers, education days, welcomingdstus and
trainers in the central technology of open CNFM..eThe
partners are also committed to working togetherolain
financing including through tender or programs poting

On the other hand, the increasing complexity of VLSinternational relations.

circuits, Systems on-Chip (SOC) or even Networkszbip

(NOC) has made test generation one of the most loxetgd
and time-consuming problems in digital design. There
complex are getting electronics systems, the magoitant
will be the problems of test and design for tesiigbibecause
of the very high cost of testing electronic proguet present,
most system designers and electronics engineers kitte

This collaboration is one aspect among others \wpoess
the desire for Tunisia to take forward in the fietf
microelectronics. This dynamics of teaching andftiienation
by research allowed the attraction of foreign indabkactivity
in engineering in Microelectronics like ST Microelmnics
(300 engineers in 2007), ALCATEL, SAGEM (3200
people)... or national industry like TELNET...



This industrial activity was consolidated by theation of a
new technological poles specialized in Microelegits in
Sousse (third city in Tunisia) after that of thehweological
pole ElI Ghazala in Tunis although specialized
telecommunication.

On the other hand, DSCH3 and Microwind3 [7] tocds/én
been used from several years in Monastir, GabesSiax
(since 1998) in their free version, and, more rdgenn
ISSAT of Sousse which, actively use DSCH3 and Midénol3
(in their complete version) as a “tester user”. 4 #lased on
DSCH3 and Microwind3 are introduced and taught coarse
entitled "Advanced Design" [8][9] in the departmeat
electronic engineering as an option. All studertisse this
option, find the content very interesting and thHe&d-back is
very positive.

Design of logic integrated circuits in CMOS teclowy is
becoming more and more complex since VLSI is theréast
of many electronic IC users and manufacturers. Armon
problem to be solved by designers, manufacturedtsuaers is
the testing of these ICs.

THEORETICAL BACKGROUND FOR THE TOOL

A. Testing an IC

Testing an integrated circuit can be expressechbgldng if
its outputs correspond to the inputs applied tdf ithe test is
positive, then the system is good for use. If thipots are
different than expected, the IC is rejected (GoBitest). A
diagnosis may be applied to it, in order to point @and
identify the problem's causes.

Testing is applied to detect faults after sevep#rations:
design, manufacturing, packaging, as illustratefigare 1. If
a test strategy is considered at IC level, thetfaah be
detected at early system design stages, locate@lanithated
at a very low cost. When the faulty chip is soldemn a
printed circuit board, the cost of fault remedy Wbibe
multiplied by ten. And this cost factors contintespply until
the system has been assembled and packaged artd fiaat
users, as illustrated in Figure 2.
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Figure 2: Test cost (The rule of ten)

The first idea to test an N input circuit would teeapply an
N-bit counter to the inputs (controllability), theenerate all
the 2N combinations, and observe the outputs fecking
(observability). This is called "exhaustive testifgig. 3), and
it is very efficient, but only for few- input cirits. However,
this technique becomes very time consuming whenirthet
number increases. Given a set of faults in theutitnder test
(CUT), our goal is to obtain the smallest possiulenber of
test patterns which guarantees the highest fauktrege. Test
compaction refers to the process of reducing tmelau of test
patterns in a test set without reducing its faaltezrage.

Exhaustive testing
N inputs 2" Combinaisons
100 MHz tester:
32 inputs > 0,7 Minutes
40 inputs > 3 Hours
64 inputs » 58 Centuries!!

Figure 3: The exhaustive testing time becomes pithe with a large
number of IC inputs.

A test pattern (or test vector) for a fafilin a circuitC is an input
combination for which the output(s) & is different whenf is
present than when it is not (Fig. 4). A test vegtdetects faulf if:

CO Gx) =

Where:C(x) is the response of the fault free circuit, &yk) is the
response of the faulty circuit.

Faulty system
C(x)OC;(x)=1

—

Fault free system

Figure 4: A test pattern detects a fault if theltffnee response is different
from the faulty response.

Test pattern



B. Fault Testing

1) Fault model

Failure modes are manifested on the logical legeheorrect
signal values. A fault is a model that represemseffect of a
failure by means of the change that is producettheénsystem
signal. Several defects are usually mapped to auk fhodel,
and it is called a many-to-one mapping. Howevemeso
defects may also be represented by more than otieriadel.
Fault models have the advantage of being a motatrke
representation than physical failure modes. It assible to
mark most commonly used fault models (Table 1).

Fault Model Description
Single stuck-at faults | One line takes the value 0 or 1.
(SSF)

One, two or more lines have fixed values, not
necessarily the same.

Multiple stuck-at
faults (MSF)

Bridging faults Two or more lines that are normatigependent

become electrically connected.

Delay faults A fault is caused by delays in onenore paths in

the circuit.

Intermittent faults Caused by internal parametgraiation.
Incorrect signal values occur for some but not all
states of the circuit. Degradation is progressive

until permanent failure occurs.

Transient faults Incorrect signal values causeddupled
disturbances. Coupling may be via power bus
capacitive or inductive coupling. Includes interna

and external sources as well as particle irradiatip

Table 1: Most commonly used fault models

As a model, the fault does not have to be an exact

representation of the defects, but rather, to befulisin
detecting the defects. For example, the most comfaat
model assumes single stuck-at (SSF) lines evengthdtuis
clear that this model does not accurately repreakractual
physical failures. The rational for continuing teeustuck-at
fault model is the fact that it has been satisfgcio the past.
In addition, test sets that have been generatedhferfault
type have been effective in detecting other typkdaalts.
However, as with any model, a fault cannot represgh
failures. Further will be discussed a bit closer thult models
that have been brought in Table 1.

2) Stuck-at-faults

As it was mentioned earlier, a single stuck-at tf@ISF)
represents a line in the circuit that is fixed agi€ value O or
1. We consider here permanent faults that aresfablit are
continuous and stable, whose nature do not chaefmre)
during, and after testing. These faults are affiectihe
functional behavior of the system permanently. €h&ailts
are usually localized and can be modeled. Othdtsfauch as
temporary faults or intermittent faults are not sidered in
this application note.

Node
under test Bridge
)
VSS
Designed Fabricated
interconnects interconnects with
stucl-at-0 fauli

Figure 5: Physical origin of a node fault stucloat

Fig. 5 illustrates a possible origin for a nodecktat 0
voltage: the implementation is close to a VSS ndldere
situated close, same layer), and a faulty metalgerimakes a
robust connection to the ground.

3) Other faults

The manufacturing of interconnects may result in
interruptions or short-cuts, which may have catgutic
consequences on the behavior of the integrateditifeig. 6

illustrates the case of “Open” and “Short” faultapt
considered in DSCH for fault simulation.

No

connection > \  Shor-cut

Designec Open faul Short faul

interconnects

Figure 6: Physical origin of the “Open” and “Shof&ult.

Many other faults are also considered in the litem
transistor stuck-on and stuck-open faults intereghn
transition and delay faults, etc... These fault® arot
considered in this work. Independent of how acalyathe
stuck-at fault represents the physical defect, @ nontinue
investigating how to generate patterns that debese faults.

4) Testing and fault coverage

Testing is the process of determining whether aicgev
functions correctly or not. The question is: Howalmuesting
of an IC is enough? The Yield (Y) is defined asrigo of the
number of good dies per wafer to the number of dies
wafer. Fault coverage (FC) is the measure of thktyabf a
test set T to detect a given set of faults that owgur on the
DUT (Device Under Test). We shall try to achieve=RCthat
is a fault coverage of 100%.

[FC= (#detected faults)/(#possible fallts)




Defect level (DL) is the fraction of bad parts amdhe parts

that pass all tests.

Where FC refers to the real defect coverage (piibityathat
T detects any possible fault in F or not) and Dlthis DPM
(defects per million). Typical values claimed aged than 200
DPM, or 0.02%.

IV. TooL OVERVIEW AND CASE STUDY

DSCH3 is software [8-9] for logic design, companioh
Microwind, an educational tool for CMOS IC desigh].[
Based on primitives, a hierarchical circuit is budnd
simulated. Interactive symbols are used to friersitiyulation,
which includes delay and power consumption evadnati

In this work, we introduce the concept of faultnsmler the
Single Stuck-at Fault model (SSF), and show howsetaults
may be injected and simulated. Then, using DSCHshaawv
how to build a reference truth table, and how toutate these
faults applied to input and output nodes of thewtrunder
test. We investigate how test patterns detect tfades. The
ultimate goal is to classify the efficiency of tgmtterns, in
order to select the most efficient test vectors] #merefore
reduce the number of test patterns.

A. Fault simulation concepts

1) Introduction to fault simulation

Fault simulation is performed during the designieyo
achieve the following goals:
» Testing specific faulty conditions
» Guiding the test pattern generator program
* Measuring the effectiveness of the test patterns

To perform its task, the fault simulation prograsguires, in
addition to the circuit model, the stimuli, and tlesponses of
a good circuit to the stimuli, a fault model anéaalt list. As
was mentioned earlier, there are different faultats, and the
most widely used is the stuck-at model. Test padtgenerated
for this model have proven to be useful for othgres of
models, such as multiply stuck-at, bridging, anthydaults.
The responses deduced by the fault simulator aedl oS
determine the fault coverage.

In the fault simulation process, a fault is consgdefrom the
list and a pattern is applied to the circuit. lfetffiault is
detected, it is dropped from the fault list and tlext fault is
considered. Otherwise, another pattern is appked, if the
fault is not detected when all patterns are applieé fault is
then considered undetectable by the test and isvesnfrom
the fault list. The process is continued until faelt list is
empty.

Another way to perform fault simulation is to calesi first,
the fault free circuit, simulate it and extractederence truth
table. After that, simulate faulty circuit by injety faults one
by one, and for each fault extract a faulty trusiblé that
should be compared with the reference table inrotaldind

out test vectors for the considered fault. Thidase until the
fault set is empty.

2) Fault simulation result

The output of a fault simulator separates faults several
fault categories. If we can detect a fault at aation, it is a
testable fault. A testable fault must be placedaontrollable
net, so that we can change the logic level atltdzattion from
0 to 1 and from 1 to 0. A testable fault must disoon an
observable net, so that we can see the effecteofathit at a
primary output (PO). This means that uncontrollaid¢s and
unobservable nets result in faults we cannot detde call
these faults untested faults, untestable faultsimgossible
faults. In this section we investigate the testifigwo circuits,
a Nand-Or combination and a full-adder.

B. Case studyl: Fault injection in Nand-Or Circuit

1) Manual fault injection

The Nand-Or circuit is a simple combination of angut
NAND gate and a OR gate. The concept of manualt faul
injection is presented in fig. 7. The fault injectiat a node N
consists in opening the connection and insertinguliplexor
circuit. An example of s@0 and s@1 injection citcis
proposed, based on two multiplexors, one for thection
mode (normal function/fault injection mode), thecaed for
the injected fault type (s@0/s@1). A manual impletaton
in DSCH is reported in Fig. 8 and the corresponding
simulation in Fig. 9, with both normal and faulgeation.
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Figure 7: Fault injection principles
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Figure 8: Manual fault injection in a NAND-OR ciiitu
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Figure 9: Simulation (test/NandOr_fault. SCH)

2) Automatic fault injection

The NandOr circuit has five nodes, therefore 10sibes
stuck-at faults, if we also consider the internadi@ linking the
NAND2 output to the OR input. The automatic Fauttadysis
Tool is executed by following the next steps. Fitise student
launches the logic simulation which feeds the takih the
values obtained in the chronograms of the circoiyid
simulation. Second, the student specifies the tfprult and
injection nodes: the student selects the type ot fs@0 &
s@1”, and applies it to “All nodes” (Fig. 10).
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Figure 10: Computing the response to fault injectio

The student generates the fault list and pilotssihmilation
which evaluates the consequence of all faults gnene. The
logic values are transferred to the corresponding. IThe
student repeats the last two steps until the tebt®mpleted
(Fig. 10). By a click on “Highlight Detection VectS, the
result is shown in Fig. 11.

From Fig. 11, it can be seen that the vector 118atie A@O,

B@0, C@1 and NandOr@1l1 (4/8 faults). The vector 1
detects B@1 and NandOr@O0 (2/8 faults). The vecttd O [g)

detects the fault A@1. The vector 11ldetects timeanging
fault C@0. Therefore 4 test vectors (010, 100, 11101)
detect all stuck-at faults (test time will be thelfhof an
exhaustive test).
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Figure 11: Vector detection efficiency evaluati@mowing a 100% fault
coverage

V. CONCLUSION

This paper has described an educational featuredatil
DSCH linked with fault injection and simulationlagic level.
The mechanisms for logic fault injection, simulati@and
optimum test vector extraction have been described
illustrated on case-studies. The tool will be idtoed in Sept.
2010 in Tunisia and France for conducting practtcaihings
related to IC test and illustrated theoretical sesrabout logic
gate and logic circuit testing. Future developmentd
concern a module for fault injection at the lay@auel using
Microwind3. The idea is to model the failure withspot
interfering with lithography at a given processpstand then
move it on the layout, simulate with SPICE and obsedts
effect on the electrical behavior of the circuitdamparison
with the defect free circuit.
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